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Abstract—An application planner’s point of view of sensor-
enabled detection systems is considered and a hypothesis-
testing-based computational framework for evaluating the
quality of information (Qol) supported by a sensor network
deployment is explored. Through a common, modular analysis
framework, that decomposes the computational burden of Qol
analysis, the Qol properties of various decision architectures
are investigated and trade-offs explored at the sensor, cluster,
and system-level. Both finite and infinite-sized networks are
considered and extensions of the analysis framework to faulty
sensor and the impact of calibration are also investigated.'

I. INTRODUCTION

Low cost, intelligent sensor systems find their way in a
multitude of application domains such as habitant monitor-
ing, public land monitoring, utility grid monitoring, envi-
ronmental control, machinery control, intelligence gathering
and enemy activity surveillance. As a result, there is a broad
spectrum of research efforts for these systems covering
such topics as ad hoc deployment and autonomic operation,
energy-aware designs, coverage and localization, efficient
query dissemination, sensor calibration and data cleaning.

The current research efforts notwithstanding, there is a
need to develop general computational tools (or toolkits) to
aid sensor-application planners and designers in evaluating
the impact on applications of their sensor network designs
in advance of deploying their sensor networks in the field.
Consider the following use scenario: Jane, a planner for
intelligence, surveillance, and reconnaissance operations, is
contemplating the deployment of sensor-enabled surveil-
lance mission. Jane employs Joe, a sensor system designer,
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to design a sensor network that will satisfy the information
needs required by Jane’s mission. Concerned with the effec-
tiveness of her mission, Jane expresses the requirements for
her mission’s information needs in the form of the quality
of the information (Qol) provided by the sensor network to
be designed. Qol broadly captures the capability of sensor-
derived information to describe the important features of
situations of interest (e.g., the detection of an explosion)
sufficient well to allow the related missions (and more
general sensor-enabled applications) to perform their tasks
at a desired level of effectiveness.

In considering Joe’s toolkit, we introduced in [1] a
first instance of a Qol-inspired, layered analysis framework
comprising a decomposable series of computational steps
that serve as the foundation for the computational toolkit.
The framework considers detection of events possessing a
persistent or time-limited (transient) energy signature by
exploiting traditional hypothesis testing techniques [2], [3].
For such systems, we have selected the detection probability
Py and false alarm rate Py as quantifiable attributes that
describe their Qol.

In this paper, we extend our earlier work with the follow-
ing contributions: derivation of analytical results for Qol
for networks with finite number of sensors and arbitrary
topology, along with a computationally attractive iterative
procedure; study of their limiting behavior and derivation
of fundamental dominance relationships for establishing
bounding approximations to the system performance; study
of the relative performance of various fusion architectures
and the use of equivalent sensors to simplify their analysis;
and finally, a sensor model generalization to accommodates
potential faulty sensor operations, e.g., uncalibrated sensors.

The area of Qol for sensor networks is a novel and
challenging one and to the best of our knowledge, no prior
work on a computational toolkit for it, other than [1] is
available. Nevertheless, considerable work on sensor-based
detection system has been amassed considering various pa-
rameters and models for channel fading, spatial correlations,
sensor detection models, signal-to-noise ratio, etc., [4], [5],
[61, [71, [8], [9], [6], [10]. Our work does not seek to



replace any previous analyses but rather provide a common
computational approach that can leverage these analysis
techniques whenever appropriate or use new techniques for
building a modular mix-and-match computational toolkit to
support Joe’s line of work.

The organization of the paper is as follows: In section
II, we present the detection system model, the general
toolkit framework, and the core analysis approach based on
hypothesis testing. In section III, we discuss the application
of the core Qol analysis in characterizing and comparing
different fusion architectures. In section IV, we study the
case of faulty sensors. Finally we conclude in section V
with some concluding remarks.

II. THE DETECTION SYSTEM MODEL AND QOI ANALYSIS
METHODOLOGY

Our analysis framework is based on a fairly general
detection system model, which we introduce next.

A. The high-level detection system model

Figure 1 shows the high-level architecture of the sensor-
based detector system under consideration. It partitions the
sensing operation into three functional subsystems: (a) the
sensor subsystem or sampler, comprising M > 1 sensor
nodes; (b) the fusion subsystem, comprising L > 1 fu-
sion centers; and (c) the detection subsystem. The sensor
subsystem samples the physical world (in search for an
event signature) and passes these samples to the fusion
subsystem. The fusion subsystem operates on the sensor
readings (samples), which could be corrupted by noise, to
produce a “summary” description of the samples. Finally,
this summary is used by the detection subsystem to decide
whether an event of interest has occurred or not. According
to the detection system model, when an event with signature
s*(t) occurs, the k-th sensor, & € {1,...,M}, senses
its projection s*(t), which encompasses the impact of the
system environment and geography on the original event
signature. As discussed in [1], the projection metaphor is
key in developing our layered computational framework, to
be highlighted discussed shortly.

B. The Qol analysis framework

Prior research in the area has studied very specific sys-
tem models, e.g., for constant amplitude signal signature
or a specific detection architecture. However, the specific
analysis assumptions may bear limited (if any) resemblance
to the realities of a particular deployment instance. There-
fore, we have opted to consider a “higher-level” analysis
methodology, or analysis framework, that will allow us to
compose specific solutions from any number of existing
or new analysis techniques. In [1] we highlighted such
an analysis framework comprised three major processing
layers: (a) input pre-processing; (b) detection Qol analysis
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Fig. 1. High level functional architecture of the detection system.
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Fig. 2. The Qol analysis framework and toolkit.

(the core analysis engine); and (c) output post-processing;
see figure 2.

The input pre-processing computational layer pertains to
anything that may influence the original event signature
until it is recorded by the sensor including the deploy-
ment and observation topologies, the signal propagation
and attenuation, the noise, the sensor faults, etc. The Qol
core analysis engine layers pertains to the computational
efforts for calculating the Qol attributes from the recorded
event signature projections. Finally, the post-processing
layer pertains to any additional Qol-related computations
that may be necessary, for example, calculating averages
over an observation region, or calculating optimal position
of sensors, performing sensitivity analysis, etc.

Each of the processing layers can be studied on its own
right separately to the extend necessary, e.g., utilize portions
of existing related analysis studies. Under the framework
umbrella, these separate studies can be combined to provide
answers to a variety of deployment situations in a reusable
fashion. Note that prior studies that focus on a specific set
of system assumptions represent monolithic (non-layered),
top-down interpretations of the framework which increases
analysis complexity (the entire problem needs to be studied
in one-shot) and reduces application adaptability.

We are closing this section, by highlighting those ele-
ments of our current instantiation of the Qol analysis engine



that are needed in this paper. The engine is based on binary
hypothesis testing analysis techniques [2], [3]. However,
alternative techniques may also be employed including
multi-hypothesis testing (e.g., for multiple event detection
cases) and composite hypothesis testing (e.g., for models
with unknown parameters); we view such alternatives as
augmentations of the core engine.

C. The core Qol analysis engine: Likelihood ratio tests &
hypothesis testing

In order to test the hypothesis that an event of interest
occurred (hypothesis H;), or not (the null hypothesis Hp)

the detector accumulates observations 71, ...,7ry:
under hypothesis Hy: r; = s; + n;, or, (1a)
under hypothesis Hy: r; = n;, (1b)

where s; is the i-the sample of the projection of the event
signature (under H1), and n; is an additive noise component
with covariance matrix C = E((n{)?(n{"))2. Considering
a Bayesian-based hypothesis test, which minimizes the aver-
age cost/risk in making an event occurrence decision (other
tests are also possible), and assuming a zero mean, white,
additive Gaussian (AWG) noise process, the test reduces to
the following sufficient statistics expression [2]:

12rT'C s =2 2 1n(n) +0.5sTC1s. 2)

IA/E

where (for the special case of penalizing only the erroneous
decisions) n = Py/P;, where the a priori probabilities for
the two hypotheses, Py and P; are assumed known. The
expression )2 = sTC~!s represents the signal-to-noise
ratio (SNR) for this system.

For the case of a single-sensor detection systems, whose
Qol performance [11] serves as the starting block for the
analysis of the multi-sensor systems, (2) results to the
following expressions for the probability of detection Py
and false alarm rate Py [2], [3]:

Py=Pr(l>n|H) =1- (ln(") . w) , and

v 2
Py =Pr(l >n*[Hp) =1— @ (ln;n) + Z}) , 3)

respectively, where ®(-) is the cumulative distribution func-
tion of the normalized Gaussian random variable N (0, 1).
For uncorrelated noise samples, the SNR 12 is given by

¢2 = ( ij\il S?)/UQ-

2The notation xg stands for [z, 241, -- ,x;]7. The indexes i and j
will be omitted when apparent from the context, e.g., when considering
the IN-dimensional vectors of signal, observations, noise samples.

ITI. FUSION ARCHITECTURES FOR COLLABORATIVE
DETECTION SENSOR-SYSTEMS

Next we show how the computational procedures implied
by the core analysis engine can be adjusted to reflect
various sensor fusion architectures. Beyond its relation to
the framework, this section contains performance results of
their own, independent merit.

A. L=1: Centralized multi-sensor detection system

The centralized multi-sensor system with only one fusion
subsystem (L = 1) and one detection subsystem serves
as a performance benchmark for any detection architecture
and we highlight here a key result from [1]. Specifically,
the expressions in (3) still holds true with 1> = sTC™'s
and for a diagonal covariance matrix of the form C =
diag(c?In,, 031N, . ..,03,IN,,), the system-wide SNR is

given by
M o1 N M
Uiys =sTCls = Z{Q Z(sf)“’} => Wi @
=1 %% i=1 =1

where ¢,% is the SNR attributed to samples from sensor k.
In other words, the system-wide SNR is decomposable to
the SNRs at the individual sensor level.

In [1], we introduced the concept of an equivalent sensor
for a collection of networked sensors to describe a sensor
whose Qol performance coincides to that of the collection.
It follows from (4) and (3) that:

Corollary 1. A centralized multi-sensor detection system
with a Gaussian noise process possesses an equivalent
sensor with SNR 1? = sT C™1s. If the noise process is an
independent process, the SNR is decomposable as in (4).

B. L=M: Fully distributed multi-sensor detection system

At the other end of the spectrum of detection architectures
lies the fully distributed (or, simply, distributed) (L = M)
detector. In the distributed detector (and more generally in
any non-centralized detector), decision is made in (at least)
two steps. In the first step, sensors make sensor- or local-
level decision and then the local decisions are fused to obtain
the system-level ones. Clearly the Qol performance at the
sensor level follows from the study of the single-sensor
detector in section II-C, where the SNR ;. (instead of )
in (3) is calculated separately for each sensor k.

Fusing the local decisions to derive the system-level
decision requires the use of a detection policy. A variety
of policies can and have been considered which typically
will involve some form of a counting strategy, e.g., decide
that the event has occurred if at least, say, () out of the
M sensors indicate that it has. We refer to the latter as
an {Q, M} detection policy or system. A more general
weighted sum approach has been studied in [9] where each
sensor’s decision (+1 in favor of Hy and -1 in favor of Hy)
is weighted by the probability of miss and false alarms.



The rather elaborate expressions from the weighted policy
in [9] are not particularly amenable to analytical evaluation
with regard to the Qol analysis. Instead, next we will study
the Qol performance of a counting-based {Q, M} detection
policy. Let P} represent the probability of detection (z = d)
and false alarm (z = f) for sensor k. The system-wide
probability P,(Q; M) is equal to the probability that there
exists a collection of sensor containing at least () sensors
all of which declare in favor of the event occurrence, i.e.,
(where y = 1 when z = d, and 0 when z = f):

P(Q; M) =
: Z{ >[Iz e -ralb ®

X ESM ~ sensor sensor
mexg n¢x,

Pr(q > Q|hypothesis H,)

where x, is a set of sensors of size ¢ and Sé” is the set
of all such sets. As the number of sensors M increases,
the computation burden of (5) becomes daunting. However,
assuming knowledge of the Qol performance of the {Q —
1,M — 1} and {Q, M — 1} detection systems and tallying
the cases that will bring them up to the {Q, M} system, we
can derive the following simple recursion:
P(Q; M) = (1-Py)P.(Q; M —1)+ Py P.(Q—1; M —1).
(6)
At the boundaries ) = 1 or M, (6) can be be evaluated
directly from (5), which reduces to simple binomial expres-
sions.
In the special, albeit unlikely case, where the probabilities

sz are independent of the sensor k, i.e., P{ = p, for all

ke {1,...,M}, (5) reduces to the well known tail of a
binomially distributed random variable:
M /ar u
PL(QiM) = Y [( ) ) ()" -p)" ] @
q=Q

Such equiprobable detection systems have been considered
in [6], [7], [8]. For such a system, it follows from the central
limit theorem (CLT) that as M increases:

Q — Mp, )
Mpz(l _pz) .

However, the above behavior is not unique to the equiprob-
able system only and from from the generalized CLT [12],

( Q-xM, P; )
Vo R
For a given original distributed detection system, let

a corresponding equiprobable system be constructed that
satisfies P¢7 = (30, PF)/M, then (see [13] for proof):

Pzeq(@M)ml—‘I)( (®)

P,(Q;:M) ——1—-®

(€))

Corollary 2. As M increases, the Qol performance for the
{Q°1, M } equiprobable system is a close approximation to

that of the {Q, M} original system when

Q=MP+ — (Qeq Peq)

i=1

@?il Ff(1 - P;)

— Q= (10)

where and o =

VMPE(1 — PEY).

g =

C. 1 < L < M: Hybrid multi-sensor detection systems

For the hybrid detection system, the number of fusion
subsystems are between 1 and M. Assuming a two-tier
system, this means that clusters of sensors contribute their
samples to lower-tier fusion subsystems, i.e., operate in a
centralized detection manner analogous to section III-A.
Also, there may be individual sensors that make decisions
locally analogous to section II-C. Decisions from the clusters
then fuse with the decisions from the individual sensors at
a higher-tier fusion subsystem in a manner analogous to the
second decision step discussed in section III-B. Thus, hy-
brid detection systems combine elements from all previous
architectures presented and their Qol performance analysis
follows from a combination of the previous analysis. By
substituting entire clusters of sensors with their equivalent
sensors, this case reduces to the study of a distributed sensor
system with L sensors.

The assignment of sensors to clusters is an open research
activity. We expect that both Qol performance objectives and
geography constraints will influence the assignment. Addi-
tionally, there will be a trade-off between communication
cost and achievable Qol, as it “costs” more to transmit data
to a central location to achieve the higher Qol performance
of the centralized system.

Next we study the Qol performance of the various archi-
tectures through some numerical examples.

D. Comparison of sensor fusion architectures

We will compare the Qol performance of two hybrid sys-
tems with the corresponding fully and centralized systems.
For these comparisons, we assume an event occurs at a
specific location and the sensors are deployed at specific
locations. This is indeed a simple case, but since we are
interested in comparing different systems against this case,
it provides an unambiguous basis for the comparison. More
elaborate deployment and observation field are under study.

Let the physical topology of the system be represented
by the distance vector d = [dy,...,dy]T, where dj, is
the distance of the path that a signal takes from the event
location to sensor k. Over this path, let ag(t) be the
attenuation that the signal experiences, and let v be the
propagation speed for the signal, hence the propagation
delay is 1;; = dj/v. Assuming that the event occurs at
time ¢t = 0 and possesses the (transient) signature s*(t), the
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Fig. 3. Topology of the network and two different detection architectures

signal signature seen by sensor k (the k-th event signature
projection) would be (excluding any noise components):

Sk;(t) :ak(t)s*(t—Tk)u(t—Tk), (11)

where u(t) is the unit step function. The expression in (11) is
an example of a pre-processing operation in our framework
that projects the original event signature from the location
of the event occurrence to the location of the sensor. For
our comparisons, we assume the attenuation function to be
ak(t) = Qi = 1/(1 + d%)

We start with the multi-sensor system (M = 15) in
figure 3. We assume that the event signature is the transient
s*(t) = 1 — t? with a lifespan of one time unit) and that
each sensor contributes N = 20 samples. The number of
fusion subsystem varies L = [1,3,5,15]; the two end-
cases represent the centralized and distributed architectures
while the rest the hybrid ones. When L > 1, the decision
subsystems uses a (J-count policy to make its system-wide
decision. The top part of figure 3 shows a case with 5
clusters, with each cluster having 3 sensors contributing
samples to their fusion subsystem. The fusion subsystems,
then, send their local decisions to a single system-wide
decision subsystem. The bottom part of the figure shows
a case where we have 3 clusters of sensors. The clusters
in both cases were formed based on the relative distance
between the neighboring sensors and the event location.

Figure 4 summarizes the Qol performance in this case,
where we assume AWG noise with the same variance level
o2 for each sensor. We consider n = Py/P; = 1, which
serves as our reference point, n = 1.3 and n = 0.7. We
describe Qol through a single metric, the probability of error
P., which aggregates the Qol attributes:

P.= PPy + Pi(1 - Pg) = Pi(nP;r +1—PFy); (12)
for brevity, we have dropped the () and M from the notation.
As expected, centralized architecture achieves the best (i.e.,

smallest) P, of all architectures as it makes best use of the
all available information.

For n = 1, the Qs that achieve the highest Qol (lowest
P,) for L =5, 3 and 15 are Q = 3, 2 and 8, respectively
Note that P; and P, (not shown in the figure) decrease with
increasing () as the detection policy decides in favor of Hy
more liberally; this trend holds true for all cases of 7 studied.

When n > 1, i.e., Py > Py, as in the third column of
figure 4, the threshold for deciding in favor of H; becomes
harder to reach when compared with the p = 1 case, see (2).
Therefore, P; and Py decrease in magnitude when compared
with these probabilities when 1 = 1 (for the same o) for
both architectures. The best detection policy for all three
cases is attained at a () value that is smaller than the best
Q of the similar case but with n = 1. This reduction of the
optimal ) value follows from the fact that, with decreasing
Py, it becomes harder for any sensor to declare in favor
of Hj. Therefore, having even a small number of sensors
declaring in favor of H; is reason enough to decide in
favor of H; system-wide. As expected, the centralized one
achieves the best performance.

Finally, the case where n = 0.7 is shown in figure 4.
Arguing as before, the behavior of the Qol metrics in this
case relative to those of the n = 1 case is in reverse order
to the behavior experienced when n = 1.3. With respect to
P., while the centralized architecture still performs the best.

Next we consider one very important pre-precessing pro-
cedure of our framework, specifically, the case of faulty
sensor operation causing erroneous measurements. Again, in
addition to its relation to the framework, this case represents
a contribution with merit of its own in the related art.

IV. QOI ANALYSIS METHODOLOGY WITH FAULTY
SENSOR MEASUREMENTS

In this section, we assume that in addition to the additive
ambient noise, the sensor system itself exhibits a faulty
behavior. Enriching our framework with sensor fault models
will allow us to analyze the affects of faults, such as due
to measurement calibration (or, lack of), on the Qol, and
moreover evaluate techniques for reducing their effects.

We start our study with a single sensor system; extensions
to multi-sensor systems are under consideration. Further-
more, we start with the linearly biased measurement model
[14] according to which the sensor response exhibits an
unknown gain a and offset b. Incorporating this fault model
as a preprocessing step in our framework, the fundamental
hypothesis testing formulation in (1) becomes:

under hypothesis H;: r; = as; + b+ n;, or,

under hypothesis Hy: r; = b+ n;. (13)

Since the gain and offset parameters are unknown, the
hypothesis test in (13) will be a composite one, where we not
only decide in favor of one of the hypotheses but estimate
the unknown parameters a and b as well. Let I']1\;[ 1, represent
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the vector of N observations under hypothesis H; (we will
subsequently drop the indexes 1 and N), then (13) can be
written as:

r{YHi =G0, +nl, ie{01},
Glz[S{VH{V] Goz[O{VH{V], and
0, =[a,b]", 6y=1[0,0]"T.

(14)

The noise vector n has a N(0,C) distribution and is
independent of Oy and 6;. If the calibration parameters a
and b were deterministic, the linear model would become
a classical linear model. However there exists no uniformly
most powerful (UMP) test for a classical linear model [3],
and hence, in such a case, the accuracy of their estimate
cannot be guaranteed with a relatively small number of
samples. However, early lab experiments and available
training data indicate that these parameters may be treated
as random variables that exhibit a Gaussian behavior, i.e.,
0; ~ N(pg,;Co,). In such a case, the model (14) can
be treated as a Bayesian linear model, and therefore the
posterior distribution p(8;|r) will also be Gaussian with
mean E(0;|r) and covariance matrix C'(0;|r) given by (see
[15, Th. 10.3]):

E(8i|r) = g, + Co,G/ (GiCo,G] 4+ C) ' (r — G;py,),
C(8;|r) = Co, — Cp,GT(G;Cy,GI + C)71(G;Cy,).
(15)

The mini{num mean square error (MMSE) estimate of 6;
will be 6, = FE(0;|r), where i € {0,1}. We can now
substitute these estimates in (13) and the decision test

becomes:
;AT 1 o A H, A
12 57C " (51(81) — s0(80)) 2 0" 2 In(n)+
H,
1 R R R R
t3 [51(81)7C's1(61) — 50(80)" C's0(00)], (16)

where sl(é,) = G,0,. Finally, the Qol performance be-

comes:
. n = Ky g,
P =Pr(i>n*|H)=1-® (”H> . an
9i|H,

where ;= si(0;)TC 1A, 0[2|H_ =ATC 1A, and A =

$1(01) —s0(0), and i = 1 when z = d, and 0 when z = f.

If we were not aware of calibration errors, then ¢ = 1
and b = 0 could be considered, which results in s1(6;) = s,
and so(éo) = 0. But, since the observations come from a
sensor with gain a and offset b, Mg, = (as +b1)TC™ s

2 2 =o2=s"Cls.

im i,

Finally, using an approach similar to (17), we can compute
the probability of detection and false alarm for this case.
We apply the prior analysis to a single-sensor system for
detecting events with transient signature s*(t) = 1 — t2,
located at distance d = 3 from the event location that
contributes N = 20 samples to the detection process. The
sensor exhibits a faulty measurement operation with a gain
and offset of @ = 1.4 and b = 0.4, respectively, and
we have prior knowledge that the parameters behave as in
0, ~ N ([1,0.2],diag(1,1)). Figure 5 shows the probability
of error P, as a function of the noise level o. Three cases
are considered: (a) there is complete knowledge of the
sensor’s true gain a and offset b calibration parameters —
to serve as the benchmark case; (b) only the distributions of
the calibration parameters are known and their estimated

and g, = b17"C~'s and o
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parameter values are used instead; and (c) there is no
knowledge of any sensor fault and the ideal values a = 1
and b = 0 are used instead.

As figure 5 shows, if we are unaware of have any
sensor calibration faults, we may fail to provide a reliable
Qol analysis for the system. However, using the estimates
of the calibration parameters contributes significantly in
approaching the real performance curve. As expected, as
the noise level increases, the Qol performance becomes less
reliable as the samples collected does not affect the posterior
probability of the hypotheses. performance it affects the
estimator performance. Also note that using larger number
of samples from observations can improve the estimator
performance. Finally, this analysis points to the importance
of considering sensor faults and the use of proper fault
models and measurement errors in the system for more
reliable Qol performance analysis.

V. CONCLUDING REMARKS

Taking an application-centric view of sensor-derived in-
formation, we have presented a computational framework
for evaluating the Qol that a detection-based sensor system
is expected to achieve. Broadly speaking Qol represents the
level of confidence that a sensor-data-dependent application
may place on information derived from the sensor net-
work(s) that (may) support the information needs of the ap-
plication. Knowledge of the Qol allows mission/application
planners to enhance their system with contingency plans in
anticipation of “errors” that the network of sensors and their
fusion modules accurately capturing and interpreting the real
world.

Considering the rather broad application space of de-
tection of signal-producing events, we have proposed and
studied a layered analysis framework that allows the com-
position of performance analysis solutions from a number
of constituent analysis techniques. The layered approach
decomposes the computational burden of the entire solution
approach into three steps: a preprocessing step that focuses
on what affects signals from their source to their (sensor)

destination; a core analysis of Qol; and, finally, a post
processing layer that operates on the results of the Qol
analysis to build the final desired solution.

We have based our Qol analysis on hypothesis testing, and
derived the Qol performance, in the form of the probability
of detection, false alarm, and error, for a number of fusion
architectures. Within this context and in addition to their
relation to the analysis framework, we presented new results
studying both finite and “infinite” sensor systems, deriving a
continuum of computationally attractive solutions spanning
both small and large systems. Furthermore, we derived
dominance relationships that allow to calculate Qol metrics
by constructing simpler to analyze equiprobable detection
systems. Finally, we investigated the impact of calibration
faults on the Qol performance of a single-sensor system,
which also represents a new result in the study of sensor-
based detection systems.
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