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Abstract—Call traces expose runtime behaviors that greatly aid systm
developers in profiling performance and diagnosing problers within
wireless embedded applications. Strict resource constrais limit the
volume of trace data that can be handled on embedded devicesspecially
bandwidth limited wireless embedded systems. We propose twnew
call trace gathering techniques, local identifier logging ad control flow
logging, which provide significant reductions in bandwidth consumption
compared to the current standard practice of global identifer logging.
Intuition into the savings made possible by the proposed tree gathering
techniques is provided by an analytical comparison of the badwidth
required by various call tracing approaches. Confirmation d this intuition
is demonstrated through experimentation that reveals log hAndwidth
savings of approximately 85% compared to global identifier dgging using
flat name spaces, and 35% compared to global identifier logga using
optimal Huffman coding.

Index Terms—Wireless embedded systems, logging, bandwidth com-

pression, dataflow.

I. INTRODUCTION

call traces track the order and nesting of calls made by a device at run-
time, and provide insight critical for making informed decisions about
system performance and diagnosing unexpected behavior. These log
are of great value to both developers and analyses [15]-[17].

Developers often wish to know the behavior of a specific region
of code or suspect that a bug originates from a particular subsystem,
and call traces can be easily limited to suclregion of interest
(ROI). An ROI is a set of functions selected by a developer as
being of interest and though which execution is to be logged at
runtime, while functions outside the ROI execute without modifying
the log. Function call traces are commonly constructed from logs of
unique function identifiers, a technique we refer tgkxbal identifier
logging Such a log is formed by extending each function within an
ROI to log a unique identifier when entered and to log a short return
identifier when the function returns.

Identifier assignment is critical for creating an efficient logging
framework and is the focus of this research. Global identifier logging

Traditional embedded systems debugging tools, such as JTAG, €S a globally unique identifier for each function within the ROI.

in the wireless embedded domain where direct hardware acces&fgsented in this paper are two alternate stratedpes) identifier
often not available and where complex component interactions linfg9ing and control flow logging that use multiple small identifier
the utility of single device debugging. Further stumbling blocks af@me spaces to allow shorter identifiers and thus more compact call
added by the real time nature of wireless embedded environmeface logs.
where an ever changing environment and dynamic interactions withn recent work, we explore a new specification language to describe
neighbors limit the applicability of abstractions such as break pointhat to log within an embedded system and briefly examined using
Logging has long been used to monitor state and diagno@@ language to gather call traces using multiple name spaces [18].
problems in traditional systems. New logging techniques [1], [z'ljhis research presents an analytical model to compare call trace
provide ever greater insight into single systems, while advanc@athering techniques, introduces control flow logging facilitated by a
in distributed monitoring [3], [4] continue to increase our underdataflow analysis to optimize control flow log points, and evaluates
standing and ability to debug distributed protocols. These workde 10gging mechanisms using both fixed bit width and Huffman
provided guidance in what to log and how logs can be used, ®Rding to encode identifiers.
are designed for environments without the bandwidth constraints of
wireless embedded systems. While simulated [5], [6] and testbed [7], I1.

[8] wireless embedded deployments grant significant insight into
a system and provide bandwidth rich back channels for loggin . . i g - .
elr%tlve to global identifier logging by reducing the number of bits

expenence repeatedly teaches us thqt mlg@tlon of a wireless SySrequired to encode identifiers. The reductions are best understood by
into the field almost always requires diagnosing new sets of problems’,. e . .
L sorting identifiers, or tokens, of a call trace into three classes:
in-situ. Recent sensor network research explores the role of logging i o
in resource constrained settings by examining how best to collect ang ENtry tokensfor entry callsrecord calls from outside to within
expose logs to understand runtime behaviors and diagnose runtime the ROI. ) o
problems [9]-[14]. « Body tokendor body callsrecord calls between functions within
Our research addresses the bandwidth bottleneck that limits adop- the ROI. ) ] o
tion of logging in wireless embedded systems by optimizing the ® Return tokensecord returning from a function within the ROI.
bandwidth efficiency of gathering function call trace logs. Function Local identifier logging creates smaller identifier name spaces by
separating the entry tokens from the body tokens and by giving each
function within the ROI its own name space from which to assign
body call token identifiers. Control flow logging uses control flow
information to further partition each function’s local body token name
space, providing benefits over local identifier logging when chains of
function calls with minimal interspersed control flow are encountered.

INTUITION BEHIND OPTIMIZING CALL TRACES
Our proposed alternate logging schemes reduce call trace size
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We model the bandwidth required by the three logging techniques
using a formal abstraction of a program, regions of interest, and

FORMALIZATION



TABLE |
FORMALIZATION OF A PROGRAM, REGIONS OF INTERESTAND RUNTIME PROGRAM BEHAVIOR.

Notation Description
F Set of functions in progran®.
Program G Graph representation of functighdescribed by the seV; of basic blocks and the edge
f matrix £y denoting links between basic blocks.
R Set of functions in a region of interesk is partitioned by the set of entry functioR.
Region of Interest and the set of body function®,,.
Crn Set of functions withinR that are called by functiorf.
B Call frequency matrix where entd;; describes the average frequency at which functjon
Runtime Behavior 1 calls func@ionj withi_n the program. _ . _
CFG Set‘of matrices tracklng th_e freq.uency at which the transifrom a basic block to the
basic block; within a function f is taken.

runtime program behavior. Table | summarizes key notation frobody, and return tokens. In all logging strategies, returns from

this formalization. functions in the ROI must be logged to allow unambiguous call graph
A programP is made up of a set of functions and interrupt handlergconstruction. This results in the same return token cost in all three

F with individual functions denoted g& The set of functions called call tracing approaches. In this analysis we assume that a 1 bit return

by f is denoted a<’;. The body of a functionf is represented token is used.

by a control flow graphG; = {Ny, E;} with the set of nodes For comparison of logging schemes, Table Il uses #idth

Ny consisting of program statements without control flow and fainction that computes the width in bits of an identifier. For this

connectivity matrixEy = [e;;,] wheree,;, is set tol if there is formalization we assume a fixed bit width encoding scheme that

an edge from nodéto nodej in f and0 otherwise. The number of returns the minimum number of bits required to give each element

successors, or the out degree, of a nedee Ny within a function in a sizen set a unique identifier:

fiSOut(nif)IZjEN Cijg- .

- = - . . . 1 if n>1

An ROI R C F'is ‘a set of functions that the programmer is width(n) = { £0g2(nﬂ it Z <1

interested in tracing at runtime. Entry functiods C R are the -

subset of functions fronR that can be called by somg¢ R. Body In practice thewidth function may use external information or

functions R, C R are the subset of functions frof that can not be heuristics to assign variable width identifiers to the set of tokens in a
called by somef ¢ R. For a given ROIC/,, is the set of functions single name space. As an example of this, the evaluation in Section IV
called by f within the ROI. examines Huffman coding that uses variable width tokens optimally
The runtime call behavioB = [b;;] is a matrix whereb;; is the assigned from a priori call frequency information.
frequency with which functioni calls j at runtime. Trivially,b;; is 1) Comparing Global and Local Identifier Loggingirom Table 11
zero if j ¢ C;. The runtime control flow is a set of matrice¥'G. We see that global and local identifier logging techniques generate the
For function f, the matrix CFG; = [Cfgij ] describes the frequency same number of entry tokens and the same number of body tokens,
with which each branck;;, is traversed at runtime. only differing in the size of identifier used. Entry and body token
1) Global Identifier Logging: Global identifier logging is the sizes in global identifier logging is determined by the number of
commonly used mechanism for gathering call traces. This technidiuactions inR. Entry and body token sizes in local identifier logging
augments the header of each function witliirto record a globally are typically smaller than the equivalent global identifier logging
unique identifier when called and to record a return token when tk@kens, since the name spaces are smaller RitiC R and, for each
function returns. It is significant to note that both the entry and bodf € R, Cr, C R. The greatest bandwidth savings typically come
tokens occupy the same name space with global identifier loggingtom the reduction in body token widths, sin€g,, is typically a
2) Local Identifier Logging:Local identifier logging assigns token much smaller name space th&h
values from caller specific name spaces for each function within ~ 2) Comparing Local Identifier and Control Flow Loggingable Il
or, should the caller be outside &, from a name space spanningshows that the difference in bandwidth cost between local identifier
R.. This is beneficial since only a small subset of functions withilpgging and control flow logging is from the body token costs. Where
R are reachable from within a typical function, reducing the numbéhe net body token cost for local identifier logging is dependent on
of bits required to describe body token identifiers. Resolving suchrantime calls, the net body token cost for control flow logging is
token when reconstructing a call trace requires knowing the scogependent on runtime control flow. In practice control flow logging
from which the token originated. This is facilitated by the parser thagquires recording more body tokens than local identifier logging, but
notes the last observed entry token and tracks the local scope as Hege control flow tokens tend to be very short.
body calls and returns are encountered. A fascinating distinction between control flow logging and the
3) Control Flow Logging: Control flow logging records detailed other call trace gathering techniques is the resolution of the resulting
traces of runtime control flow decisions, rather than local caltace. With local or global identifier logging, the resolution of the
identifiers, withinR,. Entry calls toR and all returns from functions trace is that of entry into and returns from ROI functions. With control
within R are handled in the same manner as local identifier logginfiow logging, the resolution of the traces is that of the control flow
This provides the information necessary to reconstruct call trac®gthin and returns from ROI functions.
Segments of code without control flow require no logging, since 3) Optimizing Control Flow Logging:Traces of control flow
functions along such a path are known at compile time to Mtecisions through the ROI, combined with entry and return tokens,

deterministically called. provide more than enough information to reconstruct a runtime call
) ) trace. Not logging control flow decisions that have no effect on call
A. Discussion trace reconstruction provides significant bandwidth savings.

Table 1l presents the cost for each logging technique in a standardur implementation of control flow call tracing evaluated in
form that highlights the bandwidth contributed by each of entrgection IV uses this optimization by performing a path-insensitive



TABLE I
BANDWIDTH CONSUMED BY THREE CALL TRACE LOGGING TECHNIQUES

Total Cost Entry Token Cost + Body Token Cost Return Token Cost

cost(global) width(|Rc|+|Rb|)*zfeF,g€Re by + width(\Re|+\Rb|)*zfepygeRb bsg
cost(local) = Width(‘Re‘)*ZfeF,geRe brg + Zf,geRb(Widthﬂch‘)*bfg)
cost(cfg) width(|Re|) * ZfEF,gERe brg + ZfeRb Zi,jeNf (width(out(n; ) * cfgijf)

ZfEF,geRbfg
fEF,gERbfg

+ o+ A+

fer, ger Ufa

context-insensitive reverse dataflow analysis that finds the reduced
set of control flow decisions to log that still allows complete call ~ 600 |-
trace reconstruction.

The value domain of the dataflow is a partial order over ordere
sets of called body functions where for two such séts,and Ss,
Sa is less thans, iff S, is a suffix of S,. An additional “must log” g
value is included in the value domain and is the maximum value i%
the partial ordering. The height of this domain is bounded by making 299
any set of called functions containing more than a threshold numb§

500

400

equiredB/s)

300

of calls equivalent to the “must log” state. 100 7
The join function examines each incoming ordered set of function B
calls. If all incoming ordered sets are the same, the join function sets Global Huffman  Local ~ Control  Huffman

the in-state to be that ordered set since all branches at this point in dentifier  (Global) Identifier  Flow (Local)

the program execute the same set of instructions in the same order ) ) )

and thus the control flow decision does not effect the resulting ¢ I't'helr'ing iiﬂ?]\llggég consumed by various token encoding and tcaie
trace. If any one of the sets is different, the join function elevates '

the in-state of the block to the special “must log” state. The “must

log” state indicates that control flow decisions at that location in thgstimally sized variable width identifiers obtained using Huffman

program must be logged at runtime. coding. We did not examine the frequencies of individual control
If the in-state is “must log”, then the transfer function sets thfoy decision points, so Huffman coding was not applied to control

out-state of a block to be the ordered set of body functions that gfgy |ogging.

called within the block during execution. Otherwise, the out-state is rigyre 1 shows the log bandwidth consumed by the three logging

set to the concatenation of the ordered set of called body functiafigstems using fixed bit width and Huffman coding with an ROI

within the block and the in-state of the block. spanning a wide range of kernel, driver, and application subsystems.
Both local identifier logging and control flow logging provided
IV. EVALUATION significant savings, consuming only 15% and 14% respectively, of the

Global identifier logging is implemented by recording a globallpandwidth of global identifier logging. Further, both local identifier
unique function identifier upon entry to an ROI function. Localogging and control flow logging also provided significant savings
identifier logging is implemented by recording an identifier, uniquever Huffman coding of tokens from a global name space, further
within the entry token space, upon entry to the ROI by an entdemonstrating the importance of dividing name spaces into smaller
call and using locally scoped identifiers recorded at the call site ftmcal scopes. Applying Huffman coding to local name spaces provides
body calls within the ROI. Control flow logging is implemented bysome additional gains over local identifier logging and control flow
recording an identifier, unique within the entry token space, updogging. However, any use of Huffman coding does require call
entry to the ROI by an entry call and using the dataflow analysieequency information that may be costly to obtain.
described in section Il to drive placement of logs describing the All of the logging techniques insert calls to a logging framework,
branch taken at key control flow points. All three techniques log r@sulting in an increase in the size of the program text segment.
short return token when any function within the ROI returns. Anglobal identifier logging provides a baseline measure of this impact,
function within the ROI that is also the target of a function pointeincreasing the program text segment size of the ROI by an average

is conservatively treated as an entry call. of 31%. Local identifier logging has a greater impact and increases
the ROI code size on average by 43%, since multiple caller side
A. Results logging statements for a single target function are used rather than the

single callee side logging statement used by global identifier logging.

r- 2 - . . .
. . . fhsertion of logging calls at multiple control flow points results in
formed using the Avrora cycle accurate simulator [5] to simulate a gging cal P : P .

. . . ) control flow logging having the greatest impact on the code size of the
small network of Mica2 sensor nodes measuring ambient light ev

. . | with an average increase of 66%. All of the logging techniques

four seconds and routing the sensed data to a single collector. . S ) "
. ) . . se the same underlying logging library that results in a fixed program
small testbed using physical Mica2 motes was used to validate the, . . . . 4 o
simulated results provided by Avrora. and observed loa bandwidt eSxt size increase and fixed increase in RAM utilization. Other than
P y ’ 9 tse RAM used by statically allocated buffers within the underlying

consistently deviated by less than 0.5% from the simulated resylts . . ) . ; I

. . . ogging library, the three logging techniques introduce no additional
when log bandwidth from dropped radio packets is accounted for.

) . . ; RAM overhead.
Our evaluation examines the bandwidth required to generate logs

using the three call trace logging mechanisms. We directly measured )
the bandwidth consumed using fixed bit width token encoding f& Discussion
each of the three call trace logging mechanisms. We then used’he evaluated ROI was quite large to stress the alternate logging

detailed call traces from Avrora to re-encoded the tokens usitgchniques, but in practice smaller ROl may be used by devel-



opers. While smaller ROl would reduce the spread in bandwidthat has very different performance properties than global or local
consumption between global identifier logging and the other cadlentifier logging due to its dependence on runtime control flow
trace gathering techniques, the analytical model shows that lodaicisions. Due to the added complexity required to use control flow
identifier logging will never require more log bandwidth than globdbgging and its more substantial increase in text segment utilization,
identifier logging. Smaller ROI also reduce the increase in prograwme recommend reserving it for more specialized environments with

text segment size caused by instrumentation. The text size increggfjue control flow properties that would maximize its effectiveness.
resulting from local identifier logging relative to that from globaluffman coding can be used to further reduce log bandwidth when
identifier logging is moderately stable across different ROI, whilga|| frequency data is available, although the initial savings from
that from control flow logging is more sensitive to the structure geducing name spaces using local call or control flow logging is more
the instrumented ROL. significant than the reduction resulting from Huffman coding applied
Logging a token introduces delay into the execution of the underlgirectly to a global token name space. The bandwidth savings that
ing system. All three logging techniques use the same logging libragifese new call trace gathering techniques allow logs to be collected
so the delay introduced by logging a given token is equivalent f@fat provide developers with the insight they need for answering

each of the three logging approaches. The global and local identifiglestions about wireless embedded systems and provide analyses

logging techniques log two tokens for each traced function call aRgth richer data sets.

result in a small well defined delay. Delay introduced from control

flow logging is more variable, since the number of tokens logged

is dependent on the underlying control flow structure of a program

and the actual path taken through the program at runtime. While rig! K- Yaghmour and M. R. Dagenais, "Measuring and charazitegi sys-

L . . - tem behavior using kernel-level event logging,"WSENIX USENIX,

timing problems were observed in the evaluated ROI, interactions ,q5q.

between real time code and delays resulting from calling into the] |. Cohen, S. Zhang, M. Goldszmidt, J. Symons, T. Kelly, and

logging library was formally not evaluated. A. Fox, “Capturing, indexing, clustering, and retrievingseem history,”
Our evaluation used a simple instrumentation strategy to evaluate SIGOPS 2005.

. . . . . ] P. Barham, R. Isaacs, R. Mortier, and D. Narayanan, “Mag@nline
the logging techniques, while more advanced implementations cou modelling and performance-aware systemsHstOS USENIX, 2003.

further reduce overheads. For example, local identifier logging wag) p. Reynolds, C. Killian, J. L. Wiener, J. C. Mogul, M. A. &, and

accomplished by inserting logging statements into caller code directly A. Vahdat, “Pip: detecting the unexpected in distributedtems,” in

before body calls. Alternate implementations could use runtime stack NSDL USENIX, 2006. )

disassembly to infer the caller and then log a caller specific identifidp] B: L- Titzer, D. K. Lee, and J. Palsberg, "Avrora: scalalknsor network

f the callee. Such an approach only instruments the callee and th simulation with precise timing.’ iMPSN IEEE Press, 2005.

rom A .pp y . 167 P. Levis, N. Lee, M. Welsh, and D. Culler, “Tossim: accerand scalable

reduces text size expansion, but at the cost of added implementation simulation of entire tinyos applications,” BenSys ACM Press, 2003.

complexity and reduced implementation portability. [71 G. Werner-Allen, P. Swieskowski, and M. Welsh, “Motelabwireless
Both local identifier logs and control flow logs are made moret[s] Ee”é'(;,r ”“XW(XK testgedléPSN Atﬁrllvzol\(l)s"k s Baoat. V. Kulathan

e : . erun, A. Arora, R. Ramnatn, V. NalK, S>. bapat, V. Kulathani,

compact by exploiting know!edge of the current ext.ecutlon. context.™ Sridharan, H. Zhang, H. Cao, and M. Nesterenko, “Kanseéstbed

This depeljdence on execution context could rnqgnn‘y the impact of for sensing at scale” ifPSN  ACM Press, 2006.

log corruption from a faulty program or from missing data, since thg9] Q. Cao, T. Abdelzaher, J. Stankovic, K. Whitehouse, andLlo,

log parser must search for a new context when resuming parsinig afte “Declarative tracepoints: A programmable and applicatictefrendent

the faulty region of log data. Minimizing this loss is important, since dgggggi”g system for wireless sensor networks3émSys ACM Press,

the log is itself a debugging aid. Our current log parser searches fof8 . Tolle and D. Culler, “Design of an application-cooptive manage-
new synchronization point when resuming parsing after encountering’ ment system for wireless sensor networksBEWSN IEEE, 2005.
log corruption or after missing data, and drops average of 10 bits[d1] L. Luo, T. He, G. Zhou, L. Gu, T. F. Abdelzaher, and J. Aartovic,
data during the synchronization process. As with all logging systems, “Achieving repeatability of asynchronous events in wisslesensor
protecting log data using techniques such as software fault isolatiﬂgl E‘?t‘“\;\(l’ﬁlﬁimaz n\g?lﬁgiﬂg F?C%weji?og'_ Sharp, S. Kim, J.ngeo
is important to minimize the damage caused by faulty software. J. Hui, P. Dutta, and D. Culler, “Marionette: using rpc foteractive
Our analysis examines uniform bit width token encoding and development and debugging of wireless embedded network$?Sh
optimal Huffman coding that requires call frequency information, "\“AC',\\/'A Plje?(SHaZISOLG.L o C. Huana. and T. . Abdelzaher. “SrSensor
but no qther coding algorithms. Developlng rqnt!me adaptive codlrﬁf] nétwc.)rk.troublésﬁootiir{g éuitg,” iCSS .Sp.ringer, 22007"
mechanisms to allow the token encoding within a name space [%g] V. Krunic, E. Trumpler, and R. Han, “Nodemd: diagnosingdedevel
evolve over time, as call frequency becomes available or as the faults in remote wireless sensor systems,’MobiSys ACM Press,

behavior of a deployed system changes, would be an interesting 2007.
extension to this work. [15] N. Ramanathan, K. Chang, R. Kapur, L. Girod, E. Kohled &n Estrin,
“Sympathy for the sensor network debugger,"SenSys ACM Press,

2005.
V. CONCLUSION [16] M. Khan, , H. Le, H. Ahmadi, T. Abdelzaher, , and J. Han, $ainer:
Our analysis and experimentation demonstrates the significant Troubleshooting interactive complexity bugs in sensor oeks;" in
savings achievable through the use of the proposed local identifﬂﬁﬁ \?\fn;ﬁefcpvl_'jeﬁzs’aigo\?' Regehr, “Interface consder tinyos,” in

and control flow trace gathering schemes. For general logging tasks |psn ACM Press, 2007. ' '

we recommend using local identifier logging, which balances corfi8] R. Shea, Y. Cho, and M. Srivastava, “Lis is more: Improvéaydostic
pact log bandwidth with only slight text size increases over global logging in sensor networks with log instrumentation speaffans,”

identifier logging. Control flow logging is an intriguing technique ~ YCLA. Tech. Rep. TR-UCLA-NESL-200906-01, 2009.
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