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1 Introduction to Related Work

This paper examines the relationship between Lighthouseament verification and analysis work
within the system community.

Recent work on ownership often describes ownership using ifisensitive or flow sensitive
types. At times this boundary is not perfectly clear. Flogensitive ownership analysis tends to use
simpler models that facilitate static checking of the syste question. Flow sensitive ownership
analysis sit upon more robust languages with tighter ti¢éwéen the language and system annota-
tions. Lighthouse occupies a point on the design spectrehshy of the flow sensitive analysis and
uses a minimal set of program annotations. It is importamioie that the novel aspects of Light-
house do not come from new analysis techniques, but frormfbemation that Lighthouse extracts
from the systems that it examines.

A little more work remains to be done in comparing Lighthotsether current systems re-
search. This work will benefit from a last pass over the textdd in notes describing how Light-
house has specifically been designed to fit the domain ofiveasénsor network systems. The
literature review will be rounded out with a more completeiew of the inference performed by
Engler style tools [9, 14]. A second look at research foqysin interprocedural analysis will be-
come more important as finite state machines are introdackeighthouse.

2 Foundations
2.1 Kildall ‘73 With Dataflow Analysis

Kildall formalized dataflow analysis while exploring a geiedramework for program optimization
[13]. This early work illustrates dataflow analysis usingifexamples: constant propagation, com-
mon subexpression elimination, elimination of redundagtster load operations, and live expres-
sion analysis. Concepts formalized in this paper, inclgdé@rminology and basic theory, provide a
foundation to compare current analysis using the datafloweept. While not current research, it is
valuable to cast the Lighthouse work into the system desdrity Kildall.

The following is description of the Lighthouse dataflow ais&. Lighthouse can be thought
of as implementing two distinct dataflow analysfs.The first analysis tracks heap data within a
function.

1In practice these two analysis can be combined. They arastied separately to simplify the discussion.



e Domain Set of expressions. Expressions are in one of the states:etopty, full with a
reference to a unique allocation point, or error (bottofn).

e Direction Forward flow.
e Transfer Function

— Allocation functions transition the receiving expressimom empty to full and note the
allocation location. If there is no receiving expressiospacial “malloc” expression is
created to track the heap data.

— Free or store functions transition an expression from fadkoto empty.

— Allocating into full expression or freeing an empty expieascause the expression to
transition to error.

— Other access to an expression causes no transition.

e Boundary and Initialization The dataflow initializes all program states, including thée
state, to list each expression in the top state.

e Meet This function’s meet operator transitions equivalent @liasing) expressions with dif-
ferent states to the error state, and leaves the state offtheexpressions unchanged.

e Dataflow Equations
OUT[B] = fy(IN[B])
IN[B] = /\P,pred(B) OUT[P]

The second analysis uses the first analysis to track thedaftpegsistent stores within a function.

e Domain Set of expressions representing stores. Stores are in dhe efates: top, full, not
heap, empty, or error (bottom).

e Direction Forwards flow.
e Transfer Function

— A store operations transitions an empty store to full.

— A free operation transitions a full store to empty.

— Using the value of a full store does not cause a state transiti

— Storing into a full store, freeing an empty store, or aceestie value referenced by an
empty store causes the store to transition to error.

e Boundary and Initialization The dataflow initializes all program states to list each ezpion
in the top state. The start state is an exception to this, @irdtialized using pre-conditions
(currently specified by a programmer) describing that siéitee incoming stores.

e Meet This function’s meet operator transitions equivalent @liasing) expressions with dif-
ferent states to the error state, and leaves the state offtheexpressions unchanged.

e Dataflow Equations
OUT[B] = f,(IN[B])
IN[B] = /\P,pred(B) OUT[P]

2In hindsight, a domain spanning allocation points (ratf@mtprogram expressions) will probably result in a more
compact analysis. The transfer functions would changeogmpjately.



It's amusing to note that Lighthouse’s dataflows are no mammicated than the common
subexpression elimination described by Kildall. Any retgtate in the first analysis with a full
expression indicates a memory leak. An error state in ettiefirst or second analysis indicates
either an attempt to dereference an invalid pointer or isid@nt assumptions made within the flow
of the program.

3 From Global to Interprocedural Analysis

Lighthouse is a intraprocedural analysis. Lighthouse asg®tations on function parameters to
describe when a function consumes or creates heap refereki¢eile this is a safe approach, a
true interprocedural analysis may provide more preciselises Works by Banning [2], Horwitz
[12], and Reps [16] explore the imprecision’s that occunfriotraprocedural analysis and describe
techniques to perform true interprocedural analysis. Ntodepth examination of this work remains
to be done as Lighthouse formalizes its use of state machsex combine the results of separate
intraprocedural analysis. This analysis is being kepflasd focus on ownership properties that are
most applicable to the current version of Lighthouse.

4 Typed Ownership

Inter-object aliasing in object oriented programing réesirl complex aliasing relationships. These
related works explore techniques to controlling this ifdbject aliasing to create more robust and
understandable systems. Controlling these aliases seflatihe exclusive ownership of heap data
required in Lighthouse.

A subtle difference exists between the works describedwaled Lighthouse. Ownership de-
scribed below statically binds ownership of an object to aadyically created context. This natu-
rally fits the ownership desired in object oriented systerhene dynamically created objects wish
to restrict ownership to their members. Lighthouse sthgickefines an ownership that that dynami-
cally changes at run time. This captures that changes of mlvipegthat are important to track in the
SOS operating system. Further, Lighthouse only wants toreafuniqueness (and thus exclusive
access) of heap object references across ownership boesdenis view of uniqueness is less con-
strained than that observed in the system described beloally; the system described below were
designed to handle ownership in the context of object inistton, a concept that is not directly
mappable to the modules used within SOS.

4.1 Clarke ‘98 with Flexible Alias Protection

Clarke et. al. [4] describe ownership types for flexible @lotection within object oriented pro-
grams. This type systems adds a context type to formalizxbbjvnership. Object contexts include
a global context calledor ep and a context local to the creating object callexp. On object can
also describe aowner context separate from the objects creator. Well typed rograre guaran-
teed not to access an object in an inaccessible contexm@ypithis system is statically verified.

Flexible alias types provide a rigorous framework of nestedtexts that have access to object
members. Access can escape this nesting througbhwher context. These features make this
work suitable for application to object oriented systemghwhember objects. The Lighthouse
framework feel more linear. Heap data always has one spegifier, rather than a nested set of
owners. Flexible alias protection limits alias creationmaintain type soundness. This provides
very strong protection for owned data. Aliases in Lighttoase not limited, the important invariant
in Lighthouse is maintaining a single exclusive store faztheheap object. Finally, a key feature
provided by Lighthouse is transfer of ownership. Flexibliasaprotection’s type system is built
upon a static ownership framework.



4.2 Aldrich ‘02 with Alias Annotations for Program Understanding

Aldrich et. al. describe an alternate type system usings aianotations [1]. Alias annotations
in their system make ownership contexts explicit and allanead manipulation of this ownership
within a program. Four alias annotations are used: ownetl,Ua@ique, and shared. Unique objects
are guaranteed to only have a single reference to them, ngthxception of when they are lentto a
function that. The lent annotation describes functionsrtiey take unique objects as input, but that
may have no remaining reference to the object when the fumegiturns. Owned data encapsulates
an object within the owning class. Shared data is not réstticThese annotations provide a well
typed system that is implemented on top of Java. Programstatieally type checked, with some
properties using being verified using standard dataflowyarsal

This work also examines program annotation inference. fifegénce combines rounds of con-
straint resolution to assign initial annotations to vajugith rounds where the initial assignments
flow through a functions call graph. In this manner lent / nemt-and unique annotations are in-
ferred. A more complex analysis is used to propagate owigecsinstraints through potential object
aliases in a function.

Lighthouse’s invariant enforced on heap data sits betwieembique and owner alias annota-
tions described in this work. A heap object within the scopisoowning module behaves like an
object with the owned alias annotation. The alias annataiscoping of ownership is not used in
Lighthouse. References to this heap object may be pass#iofonctions, much like the lent con-
text, and used freely within the owning module. Transfeyifweap object ownership between SOS
modules behaves similar to unique object references thatfdween functions in this work. Both
systems ensure, via a dataflow analysis, that old referéncbe transferred data are then dead.
However, ownership transfer remains fundamentally diffiébetween Lighthouse and this system.
Alias annotations allow unique pointers to flow through thegoam while owners of pointers can
grant use of owned data to another component, but owned datanot be granted a new owner
using alias annotations.

5 Limiting Aliases

Linear types provide a convenient means to eliminate theymefarencing problems. Alias burying
provides a framework for statically providing unique (ardar) variables in a program.

The primary distinction between linear types (in particaléas burying) and Lighthouse results
from the strict properties enforced in the former. Unlikeelar types, Lighthouse in only interested
in enforced unigueness when ownership of heap data chaMgigsin the context of an owning
module, the Lighthouse analysis prefers to handle trackiages to allow more flexibility to system
developers.

5.1 Boyland ‘01 with Alias Burying

Alias burying, described by Boyland [3], is one of multipchniques for implementing linear
references. A linear reference must either point to Nulbaart unshared object. Many linear type
systems accomplish this with run time destructive readsnefal references. Alias burying uses
static analysis to eliminate destructive reads. This tesulclearer code and the ability to statically
check that aliases are treated linearly.

Alias burying allows unique objects. An intraproceduralgsis verifies that after an alias to a
unique object is created, all older alias are treated as déaslintraprocedural analysis uses a set of
function annotations to capture the affect of functiongallhe analysis uses function annotations
to capture the effect of and verify the pre- and post- coadgieach function. Shape analysis is used
during this analysis to track aliases to unique objects.



Lighthouse is more permissive than alias burying. Whilasaburying could module exclusive
ownership of heap objects passed between modules in SO, ohgects may be freely aliased
within the scope of a single SOS module. Lighthouse onlstiéemaintain the invariant that any
heap object have exactly one exclusive owner. The reductdateons of Lighthouse minimize
restrictions on the development of system code.

The underlying implementation of Lighthouse and alias mgywppears quite similar. Dataflow
analysis to ensure that all references to on object are deadlze heap object changes ownership
in Lighthouse or after a new alias to a unique object is madie alias burying.

6 Embedded Protocols

A good deal of work has stemmed from frame works based on thability calculus [5] of Crary
et. al. Static capabilities are used in these systems tafgmermissible operations.

6.1 Deline ‘01 with Vault

DeLine and Fahndrich describe Vault [6]. Vault associad®y witht r acked resources. Op-
erations can be guarded with a predicate of keys (that mdydaa key state) that must evaluate
to true. The vault type system statically verifies these dsiat compile time. Tracked resources
are represented within the types system as a singletonwyple, the type key is used in the source
language to associate alias with a tracked resource. msathanging the key set use effect clauses
to describe the transitions to keys.

Vault's type system evaluates key sets for each state ofgram A simple dataflow analysis
traverses each function using the effect clauses from fumgirototypes to update key set state
based on function calls. The dataflow is initialized using pine-conditions of the function being
analyzed and is verified to match the specified post-comditi@ach return point in the function.

The key set analysis in Vault could be used to implement aivalgunt system to the heap object
tracking in Lighthouse. In such a system, each heap objegldia®e tracked by Vault using a unique
key. Ownership of heap objects would be transferred viatfans that take a tracked heap object and
consume (or produce) the caller’s key and produce (or coagarkey in the called context. Features
provided by Vault, such as multiple key states, would notéeded in this system. A problem arises
from differences in ownership scoping in the two systemghttiouse scopes ownership of heap
objects within the scope of the static store, typically esponding to the set of functions in an SOS
module. This level of scoping is not directly supported byNalt is not clear if this is supported in
Fugue [7], a successor to Vault.

In many regards Vault goes beyond the requirements of Lalgb. Vault increases program
understanding by embedding and enforcing “best practioéstmation directly within source code.
Lighthouse increases program understanding by providmgesmforcing a simple model for data
ownership. Lighthouse’s simplicity may make it more amédaa&b program annotation inference.

6.2 Fahndrich '06 with the Singularity Operating System

Fahndrich et. al. created the Sing# language for fast drable message based communication in
the Singularity operating system [10]. Singularity has angiternel architecture made up of inde-
pendent processes developed in a type-safe language withggacollection. A separate exchange
heap is used to provide fast and reliable messaging betwséms components. Messaging takes
place over specified channels that require channel endpiirfbllow a channel protocol. An ex-
change heap object may be owned by no more than one procéssesa Exchange heap objects
are transferred between processes over the intercongettamnels. Static verification ensures that
after transferring ownership of an object the processdralateferences to the object as dead.



Tracking of exchange heap data in Singularity is very simitatracking ownership of heap
objects in Lighthouse. Singularity us&€el | s to transition between static and dynamic analysis
to handle non-stack references to exchange dafBC&{ | acts as a storage unit that can consume
and release tracked exchange heap objects. THeéskl s share some similarities to stores used in
Lighthouse. However, Lighthouse attempts to staticallyfy¢he state of stores in a program, while
Singularity uses thacqui r e andr el ease run time operations to manage access TCel | .
Singularity additionally handles tracking exchange hestp dested within exchange heap structures
using theexpose interface. Tracking of nested heap objects is not suppamtejhthouse.

Singularity provides more functionality than is soughthie the Lighthouse analysis. This func-
tionality comes at a cost of increased code annotationsiattief separation of the implementation
(modified C#) from standard C. Lighthouse focuses on progdjuarantees to systems developed
in standard C.

7 Analysis Tools

Members of the systems community have explored using teather than language based ap-
proaches, to verify specific properties of programs. Twdlehges with a tool based approach
are minimizing program annotations required by the tookspn about the system, and maximiz-
ing the applicability of the tool to multiple systems. A nblaexample of this work stems from the

xgcc compiler and Metal compiler extension language usddrgler et. al. [8, 11, 9].

7.1 Engler '00 with Checking System Rules

Engler introduces the basic ideas of xgcc and Metal in [8lhwiore detailed descriptions of the
Metal language by Hallem in [11]. This work observes thatesscto a compiler’s internal parse
tree of a program combined, with control flow informatiorgifiates the creation of custom ver-
ifications. Programmers write a state machine using Metdketxribe a proper program property
such as, “Always do X before Y”. The statemachine is applealitprogram paths and invalid states
are reported to the user. It is important to note that the éoation of xgcc and Metal provides a
checking system, not a verification system. It is possildegkample via aliasing, for the analysis
to properly identify all violations of a property in a progna Even with this limitation the tool is
demonstrated to be effective at finding significant numbémerimrs in real programs with a low
number of false positives.

The framework described in this paper is very similar to tagaflow framework provided by
CIL [15] and used in Lighthouse. While lacking the ease of Metal language, CIL's dataflow
framework facilitates the creation of very similar systelnecks. In contrast to the xgcc and Metal
work, Lighthouse provides stronger guarantees to deveddpefocusing on eliminating false neg-
atives. Lighthouse does this using other analysis and cedautation features included in CIL.
The base xgcc and Metal would need to increase in complexifgdilitate these guarantees, such
as allowing user directed code permutations to better @fiaking.

7.2 Engler '01 with Deviant Bugs

Xgcc and Metal easily find violations of a given specificatiodowever, knowing specification
details is a limitation of this system. For example the relaplate “Always do X before Y” is easy
to verify for a given X and Y. But different systems, and evéffedent parts within a system, use
different X and Y values (such as lock X protects variable \gttmay not be documented. Engler
et. al. propose using must and may beliefs to overcome thitaliion [9].

An example must belief is that a pointeris nul | in thet hen clause of the f statement f
(p==Nul 1) then .... Information from must beliefs can be used to verify therin& consistency
of a program. Violations of such a belief set indicate a ptigébug.



A may belief assumes that that a property is true and thensléakthe consistency of this
belief. For example, the analysis may assume that in thems&itf oo(x); tnp = y; the function
foois using the lock variable to protect access to a later access to varighfethis assumption
is consistently followed in a program, then the assumptias & higher probability of being true.
Conversely, if the assumption is not consistently follovirethe program then the assumption has
a higher probability of being false. Statistical analysisddferent assumptions applied to a set
template are performed on the code base. A violation of a reigflihat is otherwise consistently
followed indicates a potential failure. Kremenek et. al4][dlescribe an extension to this idea that
uses factor graphs to (probabilistically) reason abogeaparts of a system.

They type of inference described in these works may help iregdion of annotations used
by the Lighthouse verification framework in a multistep fework. First Xgcc and Metal would
infer interfaces conforming to a general rule, such as ‘&fdg V can not be used after a call to
function F”. Statistical analysis could find very probablelations of this rule that programmers
can immediately fix. The most probably interfaces from thist fstep could be fed as input to a
second step that uses Lighthouse to perform a more complatgsés. Again, Lighthouse aims to
minimize false negatives while xgcc and Metal attempt t@dhe generation of analysis.
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